i> REEaHRY StSfSEm 
AFSAM 7 
(PCI2.aX/AD(SIS 



b. APSAH 9 

(lEIS/PXGKALIO!Er. 
ASmNA., ASRBAS) 



7Jt,83,91>92,93,95, 

96,97,98,99, 109(KSA-34 ) , 
I40,l45,15*»-,l80,252 
(HSA-34), 253 , 257,268, 

270 



69,76,82,89,90,100, 

101, 102 , 103 , 112(HSA-34 ) , 
326,130,155 ,187, 198,258, 
261 



c. APSAH 7 - 
AFSAM 9 

d. General 

2. REPXSZ mSTXPE 

sitsasacs 

a. ASAM 2-1 j 

(lOISEBVA/AFaLLO/ 
<»IGUS} 

3 . CAU. SXOir CZPBER 
8ISSSME 

a. AMAZOO 

b. TEssmasu 

e. General 

4. CCM SXSZEte 
« a. AJAX 



AJAX-HERHB5 



88,163,266 

184.276 

263.277 



53(EBA-34),255 



70,72,84,85,86,87,94 I 

133,147,148 and addendum I 

174,179,254 j 

77,115,120,183,191 § 

I 

135,144,165 and addendum ; 
193,194(HSA-34) \ 



♦ Papers are included slice they contain valuable \ 

supporting material foi' discussions of LUClt'KH . t 

There will he no need to discuss AJAX or HEIRMES per ( se . 



156“ "Recovery of Seti?> 
for Two Isologoue 
Eneipheimente in AJAl^ 
or HE33HBS with E4 
Misplaced" 

171* "Length of Crib Reede^! 
and the Tina Req^uired 
for an Exhaustion 
Attack by a Catalogue 
Process cm AJAX, 
and LOOmSR 



- SECRET 



eclassified and approved for release bvNSA on 05-15-2014 pursuant to E.Q. 1352 





- - S^CiKll. 1 - 

sseeass- tagsciagr 0| ^ ^ 9|^ ,yY T^ro n M i'^ Tfm 



anSA PAFEBS FC6VAISSED 
V> UK 



i 



BSU3A 190<, 



d. LCClFEa 



m , 141, 152, 169, 175,176 
177,185,199 

25, 71, 79,81, 127,128, 129 

164 



e. SRUTIB 

f. BRUrUS-JUPXSBR 

g. P 0 R 3 SK 
hf Qeaaexal 

5 . BU3CTB QM1C XEX 
OENESASOR 

a. KDK1I3 

b. iUSICBOKE 

e. BQOJCK 

d. Dm 22 

6 . IFP SYSTERB 

7 . BC!M Sf&mB 
a. BS2CTS£3 

80 EBIGWl 33SZBH5 

a. TZm 

b. Dm 17 

o. eiMPIEK 

9 . HMgaiPr 8 YSEEI& 
a. H<209 



195 

173 , 178 , 15 ® 

48,49(H3A-34),108, 

UO{SSA- 34 ) 



56 (BSA- 34 ), 57 (KSA- 34 ), 

262,265 

43 

113 

239,269 

260 

280 

116,117,189 

191 

104,105.106,107,134 

(BSA< 34 } 
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172- "Identification of 
the Cores aod SOtch 
Rings in LUCIFSR froci 
Mstcbed Plain ani 
Cipher Tejct" 



l 89 -"Xde 3 )tifieati<» of 
LOCIFBR MARK 1 Setu^ 
from R 5 Offset 
Sltviatlcsi" 



264 « "Analysis of 

Conibining Circuit of 
37 Stage SDKRS" 

279 *'‘ 0 olneldence Tests 
on AltlICBOSE Key" 

28 l-"Aa Rvaluatlon 
of the Ciypto- 
aecurity of 
R(RLICK" 



256- "Tentative Crypto- 
security Svaluaticm 
of the mi SynUm'' 
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BRUBA NO. 


1 BRUBA PAPERS TO BE 


TO OK 






b. MCM (MASS) 


62,139,167,186,196 




e. OEM 21 


151 




10. AOIBBBnCATian 
SXBTBie 
a. HB1 498 


162 (BSA- 34),267 




b. 8AXXB 


181 




11. OBB-TXaS BQOZFMBBT 
STSSEie 
a. APSAE 7200 


200,274 




12. CODES 
a. ASREK 


73 




13 . WEATHER 5XS1SM5 
a. E 6 H 31 


j 

150 




14. MABOAL SSSSEHS 
a. PLAIFEK 


44 




b. masisa 


272 




e. S 9 SIP sxsme 


43 , 8 o, 158 (SSA- 34),159 

(B 8 A- 34 ),i 60 ( 1 !BA- 34 ), 

273 




1 % CXPBOBZ ST 31 EI 6 
a. AFSAY do 6 (TH 0 il) 


142 




b. AfSAT 816 
(BELLERaPBOE) 


131 




e. laar 8 o 4 


146 




d. BET 807 


149 

1 




e. DEI 608 


137 


! 


f. BET 809 


143 




g, APSAI 830 


166 




h. HAliHABK Key 
Generators 


46 
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15. CZFAX SXS1EH5 
a. AFSAX 500 
(CSGLQPS) 


123,125 


r 

!i 

1 

1 


• b. DBX 503 


135 


f 


C. MEIPAX 


hj 


i 


17. DUP 1 


12 

! 


1 


18. (IRBRRAL CRXFXA2IA£ZSIS 


»SA-3^: 50, 51, 52, 5^^, 
55,58,59,60,61,67,114, 
118,119,132,157,161, 1 

194,251 


' 




HSA-4l2t 63,64,65,66,68, 
78,121,122,124,182,197, 

275 


1 

j 


19. GBRBSAL BEPqgS 


170 


? 

J 

! 

1 

! 

1 



KtacELumous mm sms: 

1. "Beecwmended ISev AJAX- 3 SSU 9 SS Procedure" ■> (no BRUSA nuodber) 

2. OCH Sunznary Sheets 



BmBA PAPSSSS BEIBG PREPARED PCS COKPSBEtiCE 

1. Cryptosecurlty E!t)^ilatioQ of OEM 17 With Ooe CCM Csseade 

2 , Cryptoseeurity Evaluation of RASSBS 

3> Cryptographic Data Sheet of FXGMALIOS Cryptosystem (Tentative) 
k» Cryptographic Data Sheet of XRIS and AEHBAS (Tentative) 

5* Cryptosecurity Evalmtion of IRIS Cryptosystem 

6. CryptQseeurity Evaluation of ATSBM Cryptosystem 

7. Cryptosecxirity Evaluation of BAIDS31 Cryptosystem 

k 
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8. Cx^yptoseeiirity Evaluation of PAIS)CKA Cj:yptosy3teir4 
9* LOUSE Msthod of Attack ca PdlOS (BHIBA O/S 2dS) 

10, * Beecsaetrustlon of B7 Core Wiring and Notch King on PQLLUK/AIXIiSXS 
11* Effect of Faulty Stepping on AF3AM 7 





